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Abstract. A new concept for computer security is proposed. Digital Picture
Enveloping is a technique to embed secret information in some vessel data
(a digital picture envelope) such as a BMP formatted image. The purpose of
the enveloping is to protect the secret information from being eavesdropped.
Digital picture envelope is a conceptual rephrasing of steganography for data
storing and Internet communications. The difference between encryption and
enveloping is as follows. To encrypt a message is to scramble it into an unreadable form, leaving its presence overt to the public. While digital picture
enveloping protects the secret information in a different way. It makes the secret information covert to any human eyes. People see the vessel image as a
natural image. Eavesdroppers can see nothing to attack.
This paper illustrates what a digital picture envelope is like, shows the
difference from cryptography, and discusses its safeness in brief.
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Introduction

With the advent of the Internet age, people are getting more and more concerned about information security. Cryptography is one solution to Internet-communication security problems.
However, encrypting a message cannot hide the existence of the sending message from human
eyes, instead, it labels the message as a “secret message”, making it easier for eavesdroppers
to attack.
Steganogaphy, in the meantime, embeds a message in some innocent data, making it imperceptible to any human eyes. Thus the message can be securely transmitted to the receiver.
The receiver must have a decoding program to extract the message. The innocent data which
hides the secret information is called vessel data.
Steganographic algorithms currently known are as follows.
A. To use all the least significant bits of a vessel image for hiding space.
B. To replace special components in the frequency domain of the vessel image with the secret
data.
C. To utilize quantization error of the vessel image as a place to hide secret information.

However, all those techniques are short of data hiding capacity. The maximum capacity
is around 5-10% of the vessel data in most cases. Therefore, the use of these steganographic
techniques has been limited to so called “watermarking” in which secretly embedded special

information in an image protects its originality and ownership, and in some cases, gives
authorization.
The authors have recently invented a new steganographic technique titled “BPCS-Steganography
[1].” The merit of this technique is its large data hiding capacity. It can normally embed secret information in as much as 50% (or more) of the vessel image in size. Therefore, when
we send a message, the vessel data serves as a container of the secret message. So, we call
it a “digital picture envelope.” We can conceal (encode) a secret message in this envelope
very securely by a customized embedding program. When we take out (decode) the message
from the envelope, we need an extracting program customized in just the same way as the
embedding program was.
We first propose a concept of “digital picture enveloping” in Section 2 to help readers
understand this new technique more easily.
In Section 3, we summarize BPCS-Steganography and show some examples. We explain
a personal key to encode/decode a message in Section 4. Then in Section 5, we stress that
steganography is different from cryptography. We give a brief formalization of steganography
in Section 6 to discuss the safety features with BPCS-Steganography. Section 7 discusses
security levels of enveloping. Finally, we give our concluding remarks in Section 8.
2

The concept of digital picture enveloping in information storage and Internet communication

People have a lot of information that must be kept secret. When we store/transmit such
information by computers, we are always worried about the security. The current solution
to this problem is to use encryption techniques on the data. Many encryption programs are
commercially available today. To encrypt data is to scramble it into an unreadable form.
However, encrypting a message may draw much more eavesdropper’s attention to the
secret message than doing nothing to the data. Eavesdroppers will be strongly tempted to
attack and break the encrypted message, or destroy them all. The reason the encrypted data is
easily targeted is not simply because the data location is just easily detectable, but it is clearly
“marked” by “scrambling.” Therefore, it is strongly desirable, if some technique can make
secret data imperceptible to human eyes and if the data looks innocent to eavesdroppers.
The concept of “digital picture enveloping” is our proposed solution to this problem. We
use a vessel image for an “picture envelope” of the secret information. This envelope is
actually an image which can have secret information embedded in it. People see this image
just an ordinary image and never suspect it as a container of some secret information.
Figure 1 illustrates this situation. First we prepare a vessel image for the picture envelope.
Then we conceal (embed) our secret information in the envelope.
The sealed envelope looks just like a picture post card. No one suspects it contains important secret information.
Such a digital picture envelope can be used in many ways. One is for an invisible “safety
box” to store secret information. To be “invisible” in this context means that no one can see
such a safety box in any place in the computer storage. People can only see a pretty picture
in a file.
The other use is for secret Internet communication by e-mail. The e-mail sender can attach
a secret-embedded image to the message. The receiver can extract the embedded information
by an extraction program.
Another Internet communication usage applies to web pages. A lot of web pages today carry pictures. If someone embeds a secret message in such a picture and posts it on
the Internet, then his/her partner, somewhere in the world, can download the page with the

Figure 1: Concept of Digital Picture Enveloping

“secret-containing” picture and recover the message very safely. No one can detect who they
are corresponding with, because nobody is “sending” or “receiving” any message. Instead,
someone is just downloading a web page just as anyone does daily. This scheme may be
utilized by international “spy companies.”
Embedding secret information in a vessel image, and also extracting the embedded information from the image, needs a special program. They are called an “encoder” and a
“decoder”, respectively.
A digital picture envelope such as above should have several security levels. This is
analogous to the traditional mailing system. A “post card” is open to anyone, “standard mail”
is sealed but not guaranteed to be delivered only to, and read only by, the designated person.
While, “registered mail” should be securely delivered to the recipient without any disclosure
to a third party. Our digital picture enveloping technique should have the similar security
levels. This is done by customizing the encoding/decoding program as discussed in Section
7.
3

An outline of the BPCS-Steganographic technology[1], [2], [3]

In this section we assume the vessel data is a color image having R, G, B components.
3.1 Bit-sliced image data
We call each bit-sliced image plane a bit-plane. As a general nature of such planes, upper
planes (significant bits) show simple binary patterns, while lower planes have complex patterns. In particular, the lowest plane is an almost all black-and-white noise pattern which is
very complex.
It is the most important point in the BPCS-Steganography that any complex regions
on each bit-plane can be replaced by other noise-like patterns without losing any image
quality[2],[3]. So, if a secret message has a noise-like nature (i.e., very complex) in a two
dimensional array, we can safely replace all the complex parts of the vessel image with the
secret message without leaving any evidence of the replacement (i.e., the embedding).

3.2 Complexity thresholding
We employ a black-and-white boarder-based complexity measure [1] to segment each local
region on the bit-planes. We threshold the local complexity by a preset value. Regions
more complex than this value are for embedding, while less complex regions are for nonembedding.
3.3 Conjugation operation to the embedding data
The embedding data can be arranged in a sequence of “bit-squares” (such as 8 × 8 squares).
If a square is more complex than the complexity threshold value, we embed it just as it is.
Otherwise, we apply the conjugation operation[1] to the square to make it more complex than
the threshold. This conjugation operation does not change any pattern information about the
square. This guarantees that we can embed any computer data. However, we must record
the “conjugation map” to recover the original data. An overall embedding is illustrated in the
Appendix.
3.4 Customization of the Encoder/Decoder
BPCS-Steganography uses an encoder for embedding, and a decoder for extracting. We can
customize such encoder/decoder programs in such a way that a pair of encoder and decoder
becomes unique in combination. In other words, a message embedded by a specifically customized encoder can not be extracted by any differently customized decoder, because customization creates differences in the details of the embedding algorithm. It is possible to
make the program customizable in more than 21000 different ways[4].
4

Personal Keys for Digital Picture Envelope

As we have mentioned in Section 3.4, each encoder/decoder program can be customized for
each program user. Such customization parameters are used for personal keys of the BPCSSteganography program, i.e., the keys to the digital picture envelope. Our experimental program is equipped with 24 digit numbers as the personal keys. Each program user can register
3-5 different keys in the program. So, he/she can have 3-5 different partners on the Internet
to whom he/she can send secret messages in a completely safe way by e-mailing the digital
picture envelopes. Let Ka , Kb ,. . ., be the keys which are shared with persons a, b, . . ., etc.,
respectively. Then he/she can separately communicate with a, b, . . ., by using those keys.
One of the best merits of this digital picture enveloping is as follows. Even if a sender has
mistakenly sent an embedded private message to, e.g., Miss A, that should be sent to Miss
B, and the key was set to Kb , Miss A can never be able to extract and read the embedded
message. She can only see some pretty picture and she will be very happy about it. However,
the sender must always be careful not to put any “To Miss . . .” part.
5

Similarity and difference between cryptography and steganography

Both cryptography and steganography are techniques to solve information security problems.
So, the objectives of the techniques are the same.
However, the strategy they use is quite different. Cryptography scrambles a message to
make it “unreadable.” Yet, it out-speaks “here is a secret message.” In other words, the

location of the secret message is quite obvious to the attacker. The attacker is tempted to
attack.
Steganography, on the other hand, makes the secret message “imperceptible.” A vessel
image can be embedded with secret information in a scattered way, yet it looks very natural.
An attacker can not see anything to attack. Even if it becomes very suspicious that the image
is hiding something, the attacker does not know where in the image the secret data is hidden.
Thus the secret message is very safe.
The BPCS-Steganography is very large in embedding capacity. We claim it is the first
useful computer steganography.
6

Formalization of steganography and safety features of the digital picture envelope
[3]

We formalize a steganographic operation as follows. Let S0 be a secret message (actually,
text, image, sound, or other data) to be embedded in a vessel image which is denoted by D.
[D] and [S0 ] designate the respective data sizes. S0 is compressed into S by a compression
procedure (f ) which is reversible.
f (S0 ) = S

(1)

where, [S] ≤ [S0 ] holds.
An embedding operation of S0 into D is described as,
D −→ D/{h, S},

(2)

where D/{h, S} shows the result of the embedding, or the embedded vessel image. h
designates the header parameters of the embedding. The compressed data S is embedded in
D in a scattered way. The data size in most steganography is,
[D] ≤ [D/{h, S}].

(3)

While in BPCS-Steganography, [D] = [D/{h, S}] is always guaranteed.
The key information about the embedding algorithm, which must be kept secret, is as
follows.
(1) The details of the compression algorithm (f )
(2) Meaning of the header (h ), and its structure
(3) The scattering algorithm of S in D
The safety features of BPCS-Steganography should be discussed by the following aspects.
(A) The degree of difficulty to detect an evidence that D/{h, S} is hiding something : ψ
(B) The degree of difficulty to detect the key information to extract S0 out of D/{h, S} : ϕ

We model the first component ψ as,
1
ψ= ,
(4)
p
where p is the probability that a person can detect concrete evidence for embedding by
seeing/analyzing the embedded vessel image. According to our experience, we can make
it very small, almost close to zero. In other words, we can select a vessel image and the

threshold value to keep p very small. However, we have not yet made a large scale human
test to evaluate this possibility value.
As far as the second component, ϕ, is concerned, it is measured by the number of variations in the embedding algorithm. We can make it much larger than 21000 by customizing the
encoder[4]. As far as our experimental program of the present version is concerned, ϕ is set
to
ϕ = 264 .

(5)

This program operates either in a customized mode or in a non-customized mode. If the
non-customized mode is used in encoding, anyone who has this program (the decoder) can
extract the embedded message.
The overall safety degree of the BPCS-Steganography (∆) is given by,
∆ = ϕ·ψ

(6)

This is a very large value, and we are very sure that BPCS-Steganography, that is digital
picture enveloping, is very safe.
7

Security levels of digital picture enveloping

We normally use BMP formatted images in our digital picture enveloping program, although
we can use GIF images as well. The filename after embedding can be arbitrary. If we give it
some special name, such as “BMZ” for its extension, anyone knows that the file is embedding
something. While, if we do not change the file name after embedding, it is extremely difficult
to decide whether it contains embedded information or not.
If the embedding is made in a customized way, it is impossible to extract the embedded
secret information without knowing the personal key.
We can categorize the security levels of digital picture enveloping in the following manner.
1.
2.
3.
4.

Post card level
Standard mail level
Registered mail level
Ultimately safe level
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Concluding remarks

:
:
:
:

Ordinary e-mails
Non-customized enveloping with “BMZ” filename extension.
Customized enveloping with “BMZ” filename extension.
Customized enveloping with “BMP” or GIF filename extension.

We proposed a new concept of digital picture enveloping for safe and secure information storage and Internet communications. It is a conceptual rephrasing of the BPCS-Steganography
which is different from cryptography in the point that it hides the existence of the secret information from human eyes. The security levels of the enveloping are compared to a traditional
post office mailing system. The authors have already developed an experimental system for
this new technique.
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[APPENDIX ]An example of embedding
In this example the vessel image is a 285KB photo picture in BMP format (R,G,B color,
each with 8 bits). The embedded data are :
(A) a Mona Lisa picture in JPG format of 16KB size
(B) a lady with fruit photo in JPG format of 12KB size
(C) a lady at the beach photo in JPG format of 9KB size
(D) a WAV file of 66KB size (a short speech sound)
(E) another WAV file of 37KB (a short speech sound)
(F) a text file of 5KB size
All this data is embedded at the same time. The total embedding size is 145KB, which is
more than half of the vessel image size. Yet, the vessel image looks very good. No one will
suspect that this is hiding a lot of secret information.

